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Black Duck Polaris Platform

An integrated, cloud-based AST solutionioptimized for modern DevSecOps

Polaris is an easy-to-
use application security
platform, optimized for
modern DevSecOps, with
the power and scalability
enterprises need.

Overview

Black Duck Polaris® Platform is an integrated, software-as-a-service (SaaS) application
security platform powered by the industry’s leading static application security testing
(SAST), software composition analysis (SCA), and dynamic application security testing
(DAST) engines. It provides fast, multitype scanning capabilities with highly accurate
results triaged by Black Duck security experts. An easy-to-use and cost-effective
solution that can scale with business application security needs, Polaris enables
application security and development teams to collaborate in real time and meet
release deadlines while managing enterprise application risk holistically.

Key benefits

* Flexibility. The on-demand, integrated AppSec platform makes it easy to provision,
manage, and monitor enterprise-wide scanning and assessments 24x7.

+ Scalability. Scale application security cost-effectively. Whether your organization
requires testing for a single application or thousands, Polaris delivers a unified SaaS
platform to meet your needs.

+ Ease of use. Easy onboarding, deployment, and testing from a single unified platform.
Seamless integration with existing developer, test automation, and CI/CD workflows.

+ Concurrent scanning. Concurrent scanning improves performance by allowing
you to run SAST, SCA, and DAST analysis at the same time. There is no limit to the
number of tests you can run.

 Accurate findings. Black Duck market-leading SCA, SAST, and DAST engines provide
complete and highly accurate results. Expert analysis and triage for SAST results is
also available to further improve results by identifying and removing false positive
findings.

+ Enterprise visibility. Polaris dashboards and reports give you a view of vulnerabilities
and trends across all your teams and applications.
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Key features
fAST Static

Polaris fAST Static allows organizations to perform automated static analysis of all codebases, making it easy for developers and testers
to find potential security flaws in their code early in the software development life cycle (SDLC).
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Ioutils.copy(file.getInputStream(), new FileOutputStream(tmpFile));
ObjectInputStream ois = new ObjectInputStream(file.getInputStrean())
ois. readobject();

ois.close()
1. Reading data from an HTTP request, which is considered tainted.
2. Concatenating "file.getOriginalFilename()” te an HTML page allows cross-site scripting, because it was not properly sanitized for context HTML PCDATA block.
3. Perform the following escaping in the following order to quard against cross-site scripting attacks with Java. For example: "Encode.forktmi(file]" * Use the "Encode forHtmi” function from the OWASP Java Encader. This escapes the output for HTML.
< 4. Printing to HTML output.
return "<p>File ' + file.getOriginalFilename() + "' uploaded successfully</p>"
else {
return “<psFile ' + file getOriginalFilename() + "' not processed, only previously downloaded malicious file is allowed</p>
H

fAST SCA

Polaris fAST SCA allows organizations to automate software composition analysis across the SDLC, providing a complete Bill of Materials
(BOM) of nonvulnerable and vulnerable open source components, including licenses used, dependency trees, and origins, as well as
upgrade guidance.

[l = > SIGApp > TestProject

» Summay Issues  Componemts Licenses  Tests Setting
o Filters ® a v wem > Export Bill of Materials ®
&
il Component
Security Risk ~ | Component Name + MatchType Usage ~ License Name * 2 components selected across 1 page
[E Search by Name
b
YT 8 @i Apach 1 Transitive Dependency DynamicallyLinked  LGPL21 File Type
(OBl #pache Logdj (1) £ High Apache Ant1.7.1 LopL2 1+ © SPDX-json
Beanshell (1) CycloneDX - json
o BeanstalkClient (1) B Low Apache Ant180 Transitive Dependency (+2)  Dynamically Linked ~ LGPL2.1+
FindBugs jsr (1)
) [ Medum clon 146 = Opnamicaty Linkad L0912 61 File Name 0ptons)
Add Filename
B aCL O M Low FindBugs (5201 Transitive Dependency Dynamically Linked  Apache 2.0
Uicense v
Search by Name Component Details  SecurtyDetails  Licenses
oy Risk: 1 he Ant 17,1 Dependency Tree
Acme License (3)
8 CClicense (2) Coipanaid Disonpiisss. Ovighin: Component Origin: maven: org apache.ant antauncher:1.7.1
Google VP8 (3) Apache Ant is a Javarbased build tool. In theory, it s kind of
FSerFer Oyran Sorsca ) Iike Make, but without Make's wrinkles. 01 -2Pache antant-launcher-software-ant:1.7.1 et wnersiies (10 matches)
I LaTeX Public License(1) Component Lin PEN—— om: M2 [ com.synopeys.signorty:2021 1029-SNAPSHOT
O MPL20@) htps.//github.com afokta-configrcheck A Npsn o x @oo com synopeys signorby 2021 1029 SNAPSHOT
[ Public Domain (5) g maven: org.ant-louncher1.7.1 (10 Matches) e S e 128
css Search Lsaen) NoUpgade Gudnce E= View Dependency Tree maven: or codehaus carga cargo-coreuberiar 20
2sheli2) Upgrade Guidance: ‘Apache At 171
e — v g apach nbimnchec 71
Match Type v
) Cargo Core 0
@ Transitve Dependency (27) Known shart term wuinerabiies: i o SN
8 Direct Dependency (20) [« RE
@ Files Modified (4) Apache Ant 1.7.1
2 roes Addad/malucad (3] Long Term Upgrade Recommendation marec g apoche scationcher1 71
180
v = Has no known vulnerabitves | com synopsys.signorty:2021 1029-sNAPSHOT
Comayopeys 45y 2021 1025 SNAPSHOT
Critical (21) yIOpsYs s1g norby.
High (101) o[ com symopsys signorby2021 1025-swaPsHoT
Medium (212) com synopsys ignorby 2021 1029 SNAPSHOT
) [ com.synopeys.siginorby:2021 1029-sNAPSHOT
3| " comsynopaytsignohy2021 1025APSHOT
| [com synopeys signorby2021 1025-sHAPSHOT
| com synopsys sig notby2021 1029 snaPsHOT

blackduck.com



https://www.blackduck.com

fAST Dynamic

Polaris fAST Dynamic allows organizations to run quick, self-service DAST analysis of modern web applications without slowing
development down. No complex configuration or setup required. Automate and scale testing of hundreds of websites easily with built-in

settings to choose from.
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O B improper Control of Interaction Frequency https://altoroj tinfoilsecurity.com Not Triaged CWE-770 in12days  Mar19, 2024, 1:11 AM
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First Detected: Tool:
Mar 19, 2024, 111 AM AST-DAST
Fix-By: Scan Date and Time:
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Issue Type: Vulnerability: Overall Score
Cross Site Scripting - Reflected 61
Description: Severity:
Reflected XSS (Non-Persistent) occurs when an injection from one request is displayed in a following response from the web server. M medium

Expert verification and analysis

SAST scan results are reviewed with false positives removed, and critical findings prioritized for timely remediation.

Al-enabled remediation guidance

Al-driven remediation assistance that provides concise, developer-friendly descriptions with risk information alongside specific code fix
recommendations, powered by Polaris Assist.

Seamless integrations

The easy-to-use platform provides seamless integrations with development and DevOps toolchains.

Policy management

Customizable rules can be set up in minutes per defined business risk policy.

Enterprise insights

Get organization-wide insights into the overall health and effective risk posture across apps and projects.
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Choose the Polaris offering best suited to your needs

Feature Description

Polaris SAST Polaris SCA Polaris DAST | Polaris Package

Subscription Subscription Subscription SCA/SAST

Automate static

fAST Static analysis across the ® o
SDLC
Automate software

fAST SCA composition analysis o o
across the SDLC

Self-serve, automated

fAST :
Dynamic dy”a_m'c. web . ®
application testing
SAST analysis results
are reviewed by
Expert triage  Black Duck security ® ®
option experts to assist with
prioritization and false
positive removal
Quickly onboard
SCM applications directly ® o ®

integrations o
from your repositories

Simplify policy

management

through optimized

rules, automating o o o o
enforcement of

security and risk

policies

Policy
management

Run multiple

Concurrent types of scans on

scanning target application ® ® ® ®
simultaneously

Automate application
security in DevOps o ® o o

pipelines

Cl/CD
integrations

Manage risk, measure,

Flexible and improve your
reports, risk posture using ® o o ®
analytics enterprise analytics

capabilities
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Language and package manager support

S

AST languages

Salesforce Apex

+ C/C++
- C#

+ DART
- Go

+ Java

+ JavaScript

+ Kotlin

+ Objective-C/C++
+ PHP

+ Python

- Ruby

- Swift

+ TypeScript

+ Visual Basic

laC platforms and formats
- AWS Cloud Formation
+ Kubernetes

+ Terraform
+ YAML
- JSON

About Black Duck

Black Duck® meets the board-level risks of modern software with True Scale Application Security, ensuring uncompromised trust in
software for the regulated, Al-powered world. Only Black Duck solutions free organizations from tradeoffs between speed, accuracy, and
compliance at scale while eliminating security, regulatory, and licensing risks. Whether in the cloud or on premises, Black Duck is the only
choice for securing mission-critical software everywhere code happens. With Black Duck, security leaders can make smarter decisions

and unleash business innovation with confidence. Learn more at www.blackduck.com.

SCA package manager
support

+ XML

- Apache lvy
+ BitBake

+ Cargo

+ Carthage

- CocoaPods
+ Conan

- Conda

- CPAN

- CRAN

+ Dart

+ Erlang/Hex/Rebar
+ Git

+ Go Dep

+ Gogradle

- Go Modules
+ Go Vendor
- Gradle

+ Hex

+ Lerna

+ Maven

© npm

+ NuGet

- Packagist
- PEAR

* pip

© pnpm

+ Poetry

+ RubyGems
- SBT

+ Swift and Xcode
+ Yarn

Source code management

(

+ Azure DevOps

SCM) system support

©2025 Black Duck Software, Inc. All rights reserved. Black Duck is a trademark of Black Duck Software, Inc. in the United States and other countries. All other names mentioned
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